| HHDOPMALHOIHIHDBII |

20 mast 2021 r. I'omeabcknii rocy1apcTBeHHbIH MeINIIUHCKUI yHuBepcuter, OBP

Bo wucnonnenne mnpukaza MwuHucrepcrBa ooOpa3zoBaHusi PecnyOiuku beaapycs Nel2-3/682 ot
13.11.2000r. u ykaszanuii MwunucrepcrBa 3apaBooxpaHeHusi PecnyOiamku benapycs nucemo Ne(8-
28/8788 or 23.11.2000r. B umeasix OPraHu3alMM CUCTEMATH4YeCKOr0 HH(OPMHMPOBAHUA CTYJAEHTOB
BBICHINX Y4eOHBbIX 3aBeJeHMIi 10 OCHOBHBIM BONIPOCAM U HANPABJIEHUSIM IOCy1apCTBEHHO BHYTPeHHel

U BHEIIHeH NOJHUTHKH BBIXOAUT HH(POPMALMOHHBINH OHOJIeTEHb ISl COTPYAHMKOB Kadeap Hu
KYPaTopoB y4eOHBIX IpylI, KaK MH(OPMAIMOHHBIA MaTepua] B LeJAX OKa3aHUS NeJarormyeckoi
TOMOIIH.

OCHOBHBIE ACIIEKTBI ITPOPUJITAKTUKHU KUBEPIIPECTYIIHOCTH B
PECITYBJIUKE BEJIAPYCbH

B mnactosimee BpemMsa HWMHTEpHET M KOMIBIOTEPHBIE TEXHOJOTUUA CTPEMHUTEIBHO
MIPOHUKAIOT BO BCE CQPEpbl KUZHENEATEIbHOCTH YesoBeka. C OHON CTOPOHBI, 3TO OTKPHIBAET
nepea OENOPYCCKMMM TpakJaHaMu W OOIIECTBOM psii MEPCIEKTHB, C JIPYrol — BIEYET
MOSIBJICHUE HOBBIX PHUCKOB M yrpo3. Tak, OypHOE pa3BUTHE TEICKOMMYHHKAIIMOHHBIX
TEXHOJIOTUW, CTPEMUTEIIbHBIN POCT YUCIIA 3JIEKTPOHHBIX YCTPOUCTB U YCIIYT, MPEI0CTABISIEMbIX
HACEJICHUIO C MCIOJIb30BaHUEM HH(POPMALMOHHBIX TEXHOJIOTHM, MPHUBEIO K YBEJIUYEHUIO
KOJIMYECTBA KHOEPIPECTYIUICHHI.

benapyce, Kak U Ipyrue rocyJ1apcTBa, He MOKET UTHOPUPOBATh MPUHIUIINAIBHO HOBBIE
PUCKH, CBSI3aHHBIE C MpoucTekawome wuHpopmaruzanued. Kak orMmerun B xoje
VI BceGenopycckoro  HapogHoro — cobpanust  Ilpesument — PecnyOnuku — bemapychk
A.I'.JIykameHko, «He ymajsisi OperuMYIIEeCTB, BO3MOXHOCTEN U MEPCIEKTUB, KOTOPBIE OTKPBLI
YeJIOBeKYy WH(MOPMAIIMOHHBIA MHp, MBI JIOJDKHBI OOpaTUTh BHHMAaHHME Ha €ro OOpaTHYIO
cTOpOHY. MICKYCCTBEHHYIO peajbHOCTh, KOTOpasl J1aja 3€JeHbId CBET MaHUITYJSUsAM, OOMaHy,
MPECTYIUIEHUSAM, IOTBOPCTBYET HU3MEHHBIM MHCTUHKTAM YEJIOBEKAY.

Bormpocel mmdpoBoit Tpanchopmanuu MPECTYMHOCTA CETOAHS SBISIIOTCS OJHUMHU W3
HauOoJsee 31000HEBHBIX. I OT TOro, HacCKOJIbKO A((HEKTUBHO YJIACTCS MPOTUBOCTOSTH ATOMY
BBI30BY, 3aBHCUT HE TOJbKO 3alllMIIEHHOCTh MpPaB M MHTEPECOB TpaXgaH, HO U
uH(popmarmoHHass 0e30MacHOCTh OO0IecTBa W TrocydapctBa. [lpu 3TOM yHUBEpcadbHBIX
MOJXO0/J0B, TO3BOJSIONIMX 3(P(EKTUBHO MPOTUBOJICHCTBOBATh  BBHICOKOTEXHOJIOTHYHBIM
MPECTYIJICHUSM, HE BEIpA0OTAHO HU OJHUM I'OCYJIapCTBOM MUpA.

Hecmompsi na npunumaemvie mepvl, HA NpoOmMANCEHUU NOCIEOHUX Jiem 8
Pecnybonuxe Benapyce nabarooaemcs ycmouuugwlil pocm KOIUYeCmea pecucmpupyemulx
kubepnpecmynienuti. ¢ 2015 200y — 2 440 npecmynnenuii, ¢ 2016 — 2 471, ¢ 2017 —
3099, 6 2018 —4 741, 6 2019 — 10 539, 6 2020 — 25 561.

H3yuenue medcoynapoono2o onvima NnOKA3bleaem, umo YeeaudeHue Yucid
KubepnpecmynieHuii C80UCMEEHHO OonbuwuHcmay 2ocyoapcme mupa. K npumepy, 6
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Poccuiickoti @edepayuu uucno makux y2onoeno naxasyemwvlx oOeanuti 6 2020 200y
svipociio Ha 73,4%, a ux yoenvHulll 6ec 6 cmpykmype npecmyntocmu cocmasui 25%.

Cpenu ¢axkTopoB, CTUMYJHPYIOIIUX POCT KUOepHpecTYIUIeHUH, MOXXHO BbIJCIUTH
CJIeIyIOLIHE.

Onepexawmme TemMnbl ocBoennsi cetu Unrepner B Pecnydsiuke beaapycos. Tak, B
2020 rony moJiA HAcEJIEHUs Hallleld CTpaHbl, NoJb3ytoulerocss Murepuetom, cocrasuna 85,1%;
10 TJIOTHOCTH MPOHUKHOBEHHUSI IIMPOKOIOJIOCHOIO JIOCTYIA B ceTh MIHTEpHET benapych Bhiia
Ha CpPEeIHEEBPOIIEHCKHE MOKA3aTEeNH, a 10 CKOPOCTU — Ha MEPENOBBIE MO3UIIMH B MUPE.

YpoBeHb KOMIBIOTEPHOIl TPAMOTHOCTH TPAKIAH HEJOCTATOYHO BBICOK, OTCTaeT OT
CKOPOCTH BHEJPEHMS TeX WIN MHbIX KOMIILIOTEPHBIX CHCTEM B MOBCEIHEBHYIO KN3Hb. Kpome
TOr0, MHOTHE TpaXJaHE HEIOCTATOYHO OTBETCTBEHHO OTHOCATCA K 3alllUTe U 0Oe30MacHOCTH
cOOCTBEHHOM MH(MOPMAIMU 1 JIMYHBIX JAHHBIX.

YckopeHHbI mepexol MHOTHX cdep oOOIIECTBEHHBIX OTHOIICHMH, BKJIIOYAs
TOBAPHBIH U JJeHE:KHbIN 000POTHI, B HHTEPHET-NMPOCTPAHCTBO, BHI3BAHHBIN PACIIPOCTPAHCHUEM
KopoHaBupycHoi udpexrmu Covid-19.

PazButue AMCTAHIIMOHHBIX CHOCOOOB COBEPIICHUS TMPECTYIUICHUHA, TPU KOTOPBIX
OTCYTCTBYET MPSIMOM KOHTAKT MEXKY 3JI0YMBIIUICHHUKAMH U X KEPTBAMHU, IIPUBEJIO K TOMY, YTO
KHOEPNpECTyIJICHUsT YU HU3 (DU3MYECKOW peaTbHOCTH B OHJIANH-IPOCTPAHCTBO. B memsix
MIPOTUBOJICHCTBUS JTaHHBIM IpaBoHapylieHusM, 26 mapra 2021 r. B Pecmybnuke benapych Obut
yTBepk/IeH KOMITJIeKCHBIN TJIaH MEpPOTIPUSTHIA, HAMPABICHHBIX HA MPUHATHE d(DPEKTUBHBIX Mep
M0 MPOTUBOACUCTBUIO KUOEPIPECTYIUICHUSIM, TPO(UIAKTUKE HX COBEPIICHUS, IMOBBIIICHUIO
udpoBoit rpamotTHOCTH HaceneHus Ha 2021-2022 ropi.

Umo maxoe kubepnpecmynnocms?
Umo omnocumca K KOMnbIOmMePHbvIM npecmynieHuam?

B Hacrosiee BpeMsi pu XapaKTEPUCTUKE KOMITBIOTEPHBIX MPECTYIUICHUH HCHOIb3YyeTCs
HeNbld  psAA THOHATUM:  «MH(OPMAIMOHHOE  NPECTYIUICHHE»,  «KUOEpIpeCTYIUIEHUE,
«TpecTymieHue B cdepe KOMIBIOTEpHOW HWHGOPMAIUNY, «IPECTYIUICHHE B cdepe BBICOKHX
TEXHOJIOTUIY, «BUPTYaTbHOE PECTYTIICHHUE).

CornacHo JeHCTBYIOLIEMY 3aKOHOJATENbCTBY PecnyOnuku benapych, B colepkaHue
MOHSTUS «KOMIIBIOTEPHAS IPECTYIMHOCTbY» BKIIOYAIOT:

1) npecryruieHus MpoTUB MHGOPMATMOHHOM Oe30macHOCTH (MOAU(BHUKALINS KOMIBIOTEPHON
UH(POPMAIUH, HECAHKITMOHUPOBAHHBIN JTOCTYI K KOMITBIOTEPHOW MH(DOpPMAIIK, KOMIBIOTEPHBIHI
caboTax, HEMpPaBOMEPHOE 3aBIAJCHUE KOMIIBIOTEpHOW wuHpoOpManue, pa3paboTka,
UCIIOJIb30BaHUE JIMOO pACIpOCTpaHEHHE BPEIOHOCHBIX MPOrpaMM, HApYyIIEHUE MpaBUII
OKCIUTyaTalliy KOMITBIOTEPHOM CUCTEMBI WJIH CETH H JIP.);

2) XHIIEHUs TTyTeM UCTIOIb30BaHUS CPEACTB KOMITBIOTEPHOW TEXHHKHU;

3) U3roTOBJIEHHE M PACIPOCTPAHEHHE MOPHOrpahUUECKUX MATEPUATIOB MU MPEIMETOB
MOpHOTpapUUECKOro Xapakrepa, B TOM UUCJIe C N300paKeHUEM HECOBEPILIEHHOJIETHETO;

4) WHBIC TPECTYIUICHUS, TaK WM MHAYe CBS3aHHBIC C MCIMOJIb30BAHNEM KOMITBIOTEPHOU
TEXHUKHU. JIOBEIACHHE 1O CaMOYOHMIICTBa IyTeM CHCTEMaTH4YE€CKOTO0 YHW)KCHUS JIMYHOTO
JOCTOMHCTBA Y€pe3 paclpoCTpaHeHHE KakuxX-T1ubo cBefeHHil B ceTu MIHTepHeT; pasriaiieHue
BpaueOHOM TaliHbI; HE3aKOHHOE coOMpaHue MO0 pacmpocTpaHeHue UHGPOpPMAIUU O YaCTHOMU
KU3HU; KIJIEBETA; OCKOPOJIEHUE; paclPOCTPAHEHUE JIOXKHOW MH(POPMALIUK O TOBAapax M yclyrax;
3aBEIOMO JIO)KHOE COOOIIeHHe 00 OMACHOCTH; MIMHOHAX; YMBIIUIEHHOE 100 MO0
HEOCTOPOKHOCTH  Pa3TiallleHHe TOCYyJAapCTBEHHOW TaWHBbI, YMBIIIJICHHOE pa3IiialieHue
CITy>KeOHOM TalHBI U Ap.
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Takum 00pa3oM, K KOMIBITEPHBIM NPeCTYIICHUSIM OTHOCHATCH
IpaBOHAPYIICHUS, IPU COBEPLIEHUU KOTOPHIX CPENICTBA KOMIBIOTEPHON TEXHUKH BBICTYMHAIOT
KaK OpyJIusi COBEPIICHUS MPECTYIUICHUS MO0 KaK MpeIMEeT MPECTYITHOTO MOCATaTeNbCTRA.

B 2020 200y 6 Pecnybauxe benapycv ececo 6vlio 3apecucmpuposaro 95 mulc.
npecmynienutl, uz Hux 6onee 25 moic. — smo komnvromepuvie npecmynienusi (92% om
KOMOpbIX cocmasisiiu xuwernus). B mo oce spems ewe 6 2014 200y ux uuciennocmo
cocmasnsna ecezo 2,3 moic., T.€. HAOAI00aemca pOCm _noJ0OHbLIX NPECHIYNICHUIL Do.J1ee
uem ¢ 10 pa3.

B uem cocmoum yenv kubepnpecmynnuxog?

Kak mnpaBuio, kuOepnpecTymHUKHA BBIJAIOT ce0s 3a JIoJed U3 JEeHWCTBYIOIIMUX Ha
3aKOHHBIX OCHOBAHUSX OpraHU3AlMN U y4pexJeHUl, 4TOObI 0OMAHOM BBLIHYAUTH I'PaKIaH
PACKPBITH JUYHYI0 HH(POPMALMIO M IPEJOCTABUTH NMPECTYNHUKAM JIeHbI'M, TOBAPbI /WU
YCJIYIH.

MutiieHbt0 KHOEPIPECTYITHUKOB CTAHOBSITCS MH(OPMAITMOHHBIE PECYPCHI, TPUHA ICKAIIINE
0aHKOBCKOMY CEKTOpY, FOCYIapCTBEHHBIM OpraHaM M KOMMEPUYECKHM OpPTaHM3alMsM, a TaKKe
KOHUACHIIMAIbHAs WHGOpMAIUs, MEPCOHAIBHBIC JTaHHBIC, UMYIIIECTBO U JCHEXHBIC CPENCTBA
rpak/iaH.

Kaxue 6uowvl kubepnpecmynienuii
6bL0CIAIOM 6 OMHOUWLEHUU 2PDANHCOaH?

Haubonee pacnpocTpaHEHHBIM BHJAOM MPOSIBICHUS KUOEPHPECTYMHOCTH —SBIISIETCS
XHUIIeHHE [eHEeKHBIX CPeACTB C KapT-cueToB rpaxaal. [IpuueM B OOJIBIIMHCTBE CIy4yacB
ATU TMPECTYIUICHHUS] CTAHOBATCS BO3MOXHBI B pe3yibTaTe OECIEeUYHBIX JAEUCTBUI CaMHX

MOTEPIEBIINX, MPETOCTABUBIINX PEKBU3HUTHI JOCTYINA K CBOUM OAaHKOBCKUM CUETAM.
3a nepevie mecsiyvl 2021 200a yce 3auxcupo8ar pocm KOAUHeCmea XUUjeHuil ¢

bankosckux Kkapmouek 6enopycos bonee uem na 270% no cpasHenuro ¢ Imum dce nepuooom
2020 200a.

[lpecTynHUKKM 3aBlajeBalOT PEKBU3UTAMH, HEOOXOAWMBIMU ISl  OCYILECTBIICHHUS
NPECTYMHBIX TPAH3AKIMN, TOCPEICTBOM CIEIYIOLIUX CIIOCOOOB:

1. «Quwuney. IT0T HEOUUMAIBHBI TEPMUH MNPOUCXOAUT OT AHTIIMHCKOIO
«fishing» («pbiOHas j0BIs»). B KauecTBe CBOCOOpa3HOW «YMOYKH» MPECTYIMHUKU
UCIIOJIb3YIOT CIIEIMAIbHO CO3/IaHHbI HMHTEpHET-CauT ¢ (opMol BBOJAa Ha HEM
PEKBU3UTOB JIOCTyNa K OAHKOBCKOMY CYETY, @ B KayeCTBE «HAKUBKH» — HEKHUU
COOONICHHBIA MOTEpPHEBLUIEMY MPEAJOr ISl Mepexoja Ha 3TOT CaWT U 3alOJHEHHS
IUIATEKHBIX PEKBU3UTOB.

Hanpumep, npecTynHuK OTCIeKMBaeT Ha UHTepHeT-caiiTe kufar.by cBexue oObsBIeHMS O
npogaxe dyero-mbo. [IpocMoTpeB abOHEHTCKHMII HOMEp aBTOpa OOBSBICHHUS, HAXOAUT €ro B
onHoM U3 MecceHkepoB (Viber, Telegram, WhatsApp) u BcTynaeT B nmepenucky, sikoObl JKenast
KYIUTh BBICTABJICHHBIM HA MPOJAXy NpeaMeT. 3aTeM IEpechbUlaeT B MECCEH]KEpEe CChUIKY Ha
MOJIENIbHYIO CTPAaHULYy MPEAOIUIAThl, T MPOJABLY HYKHO BBECTH PEKBU3UTBHI CBOECU KapThl LIS
TOT0, YTOOBI MOJTYYUTh IEHBIU OT NOKynaress. [lpu nepexose no runepccbuike HEeBHUMATEbHbIIHN
MHTEPHET-TIONIb30BATEIb MOXET W HE 3aMETHTh MOJAMEHbI, TaK Kak MOJOOHbIE CTpPaHHIIBI
BU3yaJbHO CXOXH C odopmieHueM caiitoB m3BecTHbIX cepBucoB (Kydap, EPUIL, CDEK,
benmouta, calfTel pazaMyHbIX OAHKOB U JAp.). AJpec MOJAENbHONW BEO-CTPAHUIBI TAKKE MOXKET
HarroMuHaTh peanbhbi (Kufar-dostavka.by, erip-online.com, belarusbank24.xyz, cdek-zakaz.info u
ap.). Ecnu sxepTBa «momagercs Ha yaO4YKy» M 3alOJHUT (OpPMY, COOTBETCTBYIOIIME PEKBU3UTHI
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JOCTyna K OaHKOBCKOMY CUETy OKaXyTCsi Yy MpecTynmHuKa. Yepe3 CuuMTaHHbIE MUHYTHI
3JI0YMBIIUIEHHUK OCYIIECTBIISIET IOCTYN K OAHKOBCKOMY CUETY M MEPEBOJIUT JCHEXKHBIE CPEJICTBA
Ha KOHTPOJHMPYEMbIe UM OaHKOBCKHE CUETa WIJIM JJICKTPOHHBIE KOIIICIBbKH, 3apETUCTPUPOBAHHBIC
HA MO/ICTABHBIX JIUII.
Haubonee uacmo ona cosepuienus maxkoeo suoa kubepnpecmynienuti 8 benrapycu
6 2020 200y ucnonvzosanace unmeprem-niowaoxa «Kufary.
Tax, 6 2018 200y nocpedcmeom nee 6vi10 coseputeno 51 npecmynnenue, ¢ 2019

200y — 126, 6 nepsom nonyeoouu 2020 200a — 102, 6o emopom noayeoouu 2020 2ooa —
3778.

['unepccblikn Ha (UILIMHIOBBIE CANTBI MOTYT I€PECBUIATBCS HE TOJBKO B XOJI€
HEPENUCKA B MECCEH/KEpPAX, HO U MPHU OOILIEHUH B COLIMATIBHBIX CETAX, a TAKIKE pPa3MELaThCs
Ha JPYTUX caiTax, SKOObI YTO-TO MPOJAOIIMX MU HOKYIIAOIIHX.

B mnociegHee BpeMsi YYACTHJIMCh CJIy4YaW cO34aHMs (PUIIMHIOBBIX CaTOB,
OPHEHTHMPOBAHHBIX IO/ 3alpochl MOJb30BaTeleil B NMOMCKOBBIX cHcTeMax. ['paxnane
nonajaroT Ha HUX Opamo u3 Google n Auaekca nocne 3anpocoB thna «bemapycOaHk TUUHBINA
kaOuHeT», «bemarpornpomMOaHK MHTEPHET-OAHKUHI» W T.I. YBHUAEB 3HAKOMBIA 3arojiOBOK W
JIOTOTUI caiiTa B BbJa4€ pe3ylbTaTOB IOHMCKA, HO HE YAOCTOBEPUBIIUCH B COOTBETCTBUU
azpeca caiita JEHCTBUTEILHOMY JOMEHHOMY UMEHU O0AHKOBCKOI'O YUPEXKACHHUS, OTEPIEBILINN
3aIOJIHAET OTKPBIBLIYIOCS (JOpMY aBTOpH3AlMM, JaHHbIE KOTOPOM OTHpaBIsAIOTCA HE OaHKy, a
IIPECTYITHUKY.

3auacmyro npu noomeHne OpuUCUHAILHBIX CAUMO8 PUIUUHCOBLIMU 8 UMEHAX OAHHbIX
Pecypcos yKasamnvl HaUMeHOB8AHUS, CO38YYHbIE C HAZBAHUAMU OAHKOBCKUX YUPEHCOeHUN U
cepsucos: belarusbank-erip.online, ibank-belapb24.com, epey.by, e-rip.cc, erip.cc u

unvle. Ilpotioss no maxomy anvui-aopecy u 66e0s KOHPDUOEHYUAbHbIE CBeOeHUs,
Yen08eK OMNPAsUM Ux HenoCpPeoCmME8eHHO MOULEHHUKY.

2. «llomowy  Opyey». Jlanuwni cmocod mpecTymieHH OblT  Hambolee
pacnpoctpaneH B 20172019 rogax, HO HE MOTEPsUT CBOEH AKTYyaJIbHOCTU U CETOJIHS.
CHavana mpecTymHUKM @yTeM Moadopa Mapois WM (UIIMHTa OCYUIECTBIISIOT
HECAHKIIMOHUPOBAHHBIM JTOCTYN («B3JIOM») K CTpaHULAM COLHUAIbHBIX ceTed (B
ocHoBHOM — «BKontakrte»). Ilocime 3Toro MHBIM MOdB30BaTeIsAM, J00aBIICHHBIM B
pa3aen «Jlpy3bs» B3JIOMaHHOW CTpPaHUIIbI, PAcChUIAIOTCS COOOLIEHHs C MPOChOOH
npeaocTaBuTh Gotorpaduio WIM JaHHbIE OAHKOBCKOW TIUIATEKHON KapThl IO
pa3UYHBIMU MIPEJIOraMu, HalpuMep, YTOObI CPOUYHO CeNaTh KaKoi-TO Oe3HATMYHBIN
[UIaTeX, TaK KaKk KapTouyka oOpaTuBLIErocs sAKOObl 3a0iiokMpoBaHa. Takke
3TIOYMBIIIEHHHUK, CKPBIBAIOIIIMIACS IO UMEHEM JIPyTa, MOXKET MPOCUTH MEPEBECTH EMY
Ha KapTy OIpPEIeICHHYI0 CYMMY JICHET B CBSI3W C BHE3AITHBIM MOMAIaHUEM B CIIOKHYIO
KU3HEHHYIO CHUTyaluioo. JloBepuuBBIM IOJIb30BaTENb, MOJaras, 4YTo OOMIaeTcs ¢
HACTOSIIIUM BJIAJICIBIIEM CTPAHUIIBI, TIEPEBOIUT JCHBIU TUOO COOOIIAET MPECTYITHUKY
PEKBU3UTHl CBOEW OAHKOBCKOM KapThl (a 3a4acTyl0 — M KOJ 0e30MacHOCTH,
BBIChIIaeMbI B SMS-c0o001IeHrN 0aHKOBCKHM yUYpPEXKICHHEM), TTOCTIEC YEeTo C ero KapT-
cueTa MOXUIIAI0TCA ACHEXKHbIE CPE/ICTBA.

Ewe 00num 6udom mouieHHuyecmea 8 cCoyuanbHulX Cemsx, CeA3AHHbIM C NOMOWbIO
Opy2um JII00SIM, ABIAEMCs 0eAmMeNbHOCHb PaAnbUebIX 0.1a20MEOPUMENbHBIX POHO08,
Komopwie ocywiecmensaiom coop O0enez Ha JedeHue. B maxux cayuasx MouleHHUKU
co30arom 2pynny u pacnpoCcmpaHsiom UHQ@OpMayuro O MmMoM, UYMO SAKOObL HYIHCHbI
cpeocmea Ol aedeHusi Msadxicel0001bH020 HellogeKka (0coOeHHO uacmo — pebeHKa).
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Ymoost He nonacmvca Ha YOOUYKY MOUIEHHUKOB, Heo0X00uMo ecezoa
3anpawiueams 0OKyMeHmul U OONOJTHUMENbHbLE C6COCHUS.

3. «Buwuney TIPOUCXOMUT OT aHrmickoro «voice fishing» («romocoBoi
(GUIIUHD» WIM  «roJocoBas pbIOHAs JIOBNS»). JlaHHBIA cHoco0 BbIpakaeTcs B
OCYIIECTBICHUN 3BOHKA Ha AOOHEHTCKHMI HOMEp IMOTEPIICBIICTO MM B €r0 aKKayHT B
Mmeccenpkepe (B ocHoBHOM, 310 Viber wmu Telegram). B xozie roocoBoro oOmeHwus
MPECTYIHUK TPEACTABIICTCS pAaOOTHUKOM OaHKa WM IPAaBOOXPAHUTEIIHLHOIO OpraHa
(MBI, KI'b, CnencrBeHHOro KOMHUTETa) M TOJ BBIMBIIUICHHBIM IPEIJIOTrOM
(mpeceveHne TOIO3PUTEIBHON TpAH3aKIMH, TIOBBIIICHHE YPOBHA 0€30MacHOCTH
TIOJIb30BaHMS KapTOW, TEpEnpoBEepKa MACIMOPTHBIX AHHBIX BJaJeliblla OaHKOBCKOTO
CueTa | T.J.) BBIACHSCT Y MOTEPIIEBIICTO CBEJCHUS O HATMYMU OAaHKOBCKHUX ITIATEKHBIX
KapTouek, cpokax ux aerctBus, CVV-konax (Tpex3Ha4HBIN KOJ Ha 0OpaTHOW CTOpOHE
KapThl), TACTIOPTHBIX MaHHBIX, SMS-KoJax ¢ Ienbl0 XUIIEeHUS JCHEKHBIX CPEeNCTB. B
psne CiydacB 3JIOYMBIIUICHHHMKAM HW3BECTHBI HEKOTOPHIE PEKBU3UTHI OAHKOBCKUX
TUIATeXKHBIX KapTOUeK, a TAaKKE AaHKETHBIC JaHHBIC JIMIl, Ha WMl KOTOPBIX OHH
BBIITYILCHBI.

B OOJNBIIMHCTBE CIy4acB IpPH COBEPIICHHH 3BOHKOB IPECTYIMHHKH HCIOJB3YIOT IP-

TenedoHuro.

Ynpowenno, |P-menegonus — smo cucmema meneponHol c8a3u NOCPeOCmeom
cemu Humepnem, npedocmasnaiowas 603MONCHOCHb OCYWECMBIeHUsl 360HKO8 U
20/10C08020 O00WEeHUs U3 CNEYUATbHBIX NPUNONHCEHUU ¢ AOOHeHmamu MOOUNbHBIX U
CMAYUOHAPHBIX MeNlehOHHBIX cemell.

Ilpu maxom éxoosujem 360HKe Hcepmea 8UOUM HA IKPAHe MOOUTbHO20 menedhoHa
JUOO NOOMEHHbIL HoMep, Jubo oajxce KOPOMKUL HOMep OaHKA. COB8DEeMEeHHble
NPOMOKONbl  MOOUNbHOU meneoHuUu U  paziuyHvle KOMNbIOMEPHble NPOSPAMMbl
NO360JIAIIOM  OCYUeCmsisimb nodobHvle menegonnvle 360uxku. Ceou yciyeu 8 3mom
npeonazarom pasiuiHsle niamusle Cepeucyl U caumol.

Jna mozo, umobbl 00CMOBEpHO YCMAHOBUMb, AGNAEMCS U HOMED, C KOMOPO20
HOCMYRUL 360HOK, ADOHEHMCKUM HOMEPOM MmeNepOHHOU cemu UlU UOeHMUDUKAMOPOM
|P-menegonuu, neobxooumo manpasume 3anpoc (3anpocvi) 6 coomeemcmeayrujue
meneKoMMyHUKayuonusle opeanuzayuu Pecnyonuku benapycs.

HOCJ’IGILCTBH?I HCIIOJIBb30BaHUA 3JIOYMBINUJICHHUKAMHU HOILO6HOFO crocoba

MOIIICHHIYECTBa ObIBAIOT BEChMa MEHYATLHBIMHU.

Tax, nanpumep, 6 konye mapma 2021 200a 310ymbluieHHUK NO360HUT Yepe3 Viber
66-1emnueti  ocumenvruye bopucosa u npeocmasuncs compyoOHUKOM — ClLyoHCObL
oezonacnocmu 6anka. On coobwun, 4mo 8 yensax npecedenus XuwjeHus ¢ O6AHKOBCKOU
NIIAMENCHOU KAPMOUKU HCEHUJUHE HeOOXO00UMO YCMAHOB8UMb ONPedesleHHOe NPUTIONHCEHUE
YOanNeHH020 00CMynd, cooOwums KoObl Kapmsl U NPUCIANb CKPUHULOMbL U3 MOOUTILHO2O
banxkunea, umo ona u coenana. lIlosoice, 3an0003pu8 Henaonoe, NEHCUOHEPKA NOWLLA 8
OaHK u 0OHapyHcUIa, Ymo ¢ ee kapm-cuema nponano noumu 40 moicsau pyoaetl.

4. C60000HbILL docmyn K OaHKosckou kapme. He Bcerma s XWINEHUS C
OaHKOBCKMX CUYETOB HCIIONB3YIOTCS XUTPBIE CXEMBI. B psme ciaydaeB NpUYuHAMHU
ATOTO CTAHOBATCS yTeps OAHKOBCKHX KapT, OCTABICHHUE UX B JICTKOJOCTYITHOM MECTE,
X TepeJavya WHBIM JIMIAaM I OCYIIECTBJICHHs pa3oBbIX MaTexked. [Ipu stom
YBEJIMYUBACT PUCK OCTaThCA O3 3apabOTaHHBIX JEHEKHBIX cpeAcTB xpaHeHue PIN-
KOJIa PSIIOM C KapToi (HampuMmep, 3allMCaHHbIM Ha OyMa)ike B KOIICJIbKE WM Ha
caMoi OaHKOBCKOM KapTe).
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Pa3HoBHUIHOCTBIO MOJ00HOr0 JIETKOMBICTIHUS ABJISIETCA XpaHEHue
(doTonzoOpakeHNil OAHKOBCKMX KapT WM IUJIATEKHBIX PEKBU3UTOB B MaMATH MOOMIBHOTO
TeneoHa, B TOYTOBOM aKKayHTe WJIM JUCTAHIMOHHOM oOnauyHoM Xpanwuiie. [lpu
HECAHKIIMOHMPOBAHHOM  JIOCTYII€ K TaKOMYy XpaHWIHILY MPECTyNHUK TOJy4yaeT |
OecrpensITCTBEHHBIN TOCTYI K 0AHKOBCKOMY CUETY €T0 BJIaJICNblIA.

5. llokynka ¢ npeoonnamoti. Hanbonee NMPUMUTHBHOM, HO OT 3TOrO HE MEHEE
paboTarorel popMoii HHTEPHET-MOIIICHHIYECTBA SBJISIETCSA pa3MEILICHUE MTPECTYITHUKAMU
Ha BHUPTYaJbHBIX JIOCKaX OOBSIBICHUI, TEMaTHMYECKUMX CalTaX, B COLMAIBHBIX CETSX,
rpymmnax HMHTEPHET-MECCEH/IKEPOB OOBSBICHUNA O MPOJAKE KAKUX-THMOO TOBapOB IO
«OpocoBbiM» lieHaM. Ho ans monyueHuss ToBapa (SIKOObI MOCPEACTBOM MOYTOBOM
NEPECHUIKUA WM CITY»ObI IOCTaBKH) TpeOyeTcsi mepeurciieHre MpeaoIiaThl UK 3aaTKa
Ha yKa3aHHBIC «IIPOJIABIIOM» OAHKOBCKYIO KapTy WJIM AJIEKTPOHHBIM Komenek. [IpaBna,
NIOCJIE TIEPEYNCIICHUS OKHMIAEMBI TOBAP TaK M HE MOCTYIAET, & «IPOJABEL» IEPECTACT
BBIXOJUTH HA CBSI3b.

6. llanmasic. B HEKOTOPHIX Clly4yasX 3J0yMBIIUIEHHUKHM MOTYT YTPOXAaTh
pasriameHueM pa3IuuHbIX KOMIPOMETUPYIOUIMX CBEACHUN C LENIbI0O BHIMOTaTENILCTBA.
Hampumep, mnonyuyumB  HECAaHKUMOHMPOBAHHBIA JOoCTyn K HTEpHET-pecypcam
(cTpaHMLIaM B COLMAIBHBIX CETSAX, MEPENUCKE 3JIEKTPOHHBIX IOYTOBBIX SIIUKOB M
0o0JayHbIM aKKayHTaM) W 3aBJIAJEB H300paKCHUAMHU, HE NPEAHAZHAYCHHBIMHU JUIA
MyOJIMYHOrO MPOCMOTPA, NPECTYNHUKUA BCTYMAIOT B MEPENUCKY C MOTEPIEBUIMMH,
TpeOysl pa3Hble JIECHEXHbIE CyMMbI U YIpOKas B CIIydae OTKa3a paclpOCTPaHUTh HUX B
cetu HTEepHeT.

7. Unvie mowennuyecmea. Taxke MOXKHO BBIJEIUTH €II€ HECKOJBKO THUIIOB
MOIIICHHMYECTBA, KOTOpPhIE B  HEJABHEM  NPOLUIOM  3a4acTyl0  YCIIEIIHO
UCIOJI30BAIMCH Ha TeppuTopuu Pecryonuku benapycs:

. [IpocbOBbl MONOJHUTH CYET OMNpPENEICHHOIO HOMEpa MOOHWIBHOTO
TenedoHa WM MIATEKHOW KapThl B Bue: «Mama, nonosHu cuetr Ha 20 pyOsien.
MHe He nepe3BaHuBal — MO3Ke NMepe3BOHI0. Hy»KHO cpodHO!».

o 3BOHOK C HOMEpA Jpyra Wiu pOACTBEHHUKA, B KOTOPOM COOECETHUK
YTBEPKIAET, 4YTO OH COTPYAHUK IPABOOXPAHUTEIBHBIX OpPraHOB, IPOCUT
BO3HArpaxjaeHue, obelas MpeloTBPATUTh BO30YXJACHHUE YroJIOBHOTO [eila B
OTHOIIIEHUH OJIM3KOTO YeJIOBEKa.

. Koraa MoOIIEHHHMK 3BOHUT M Cpa3y OTMEHSET BbI30B. [lepe3BoHMB Ha
OTOOpPA3UBIIUICSA HOMEDP, AOOHEHT CIBIIIUT aBTOOTBETUYUK WM T'YAKH, B 3TO BpEMs
CO cuera ero MOOWIBHOTO TenedoHa CHUCHIBAIOTCS JEHBIHU, TaK KaK BbHI3OB
COBEpILAETCS ¢ MPUMEHEHUEM TIepeaipecalliy Ha TUIATHBIA HOMeEp.

° Korna mpuxoautr SMS-coo01ieHre 0 HEKOEM BBIUTPBIIIE, TOCIIE YEro
aOOHEHTY MpeIaraloT OTIPaBUTh IJIATHOE COOOIIEHHWE B OTBET WJIM OTIPABUTH
HEOOJIBIIYI0 CYMMY Ha OAHKOBCKYIO KapTy Ui MOJTYYEHUS «JIKEBBIUTPHIIIAY.

o Korma npuxomur SMS-cooOmieHne ¢ THNEPCCBUIKOM, IPOMAS IO
KOTOPOM MOJIb30BaTENb 3aMyCKAET MPOLECC CKAYMBAaHUS BUpYCa.
o Korna moctymnaer 3BOHOK OT «IpeACTaBUTEINSI COTOBOTO OIEepaTopay,

BO BpEMsl KOTOPOIrO 3JIOYMBIIUICHHUKH MpeiaralT nepepeructpupoBats SIM-
kapty. [Ipu 3TOM noJsib30BaTENb BBOJUT CIIELUANIbHBIN KOJ UK oTIpaBisieT SMS-
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cooOlieHre, TMoOcje dYero ¢ OajaHca ero MOOMJILHOTO TenedoHa
CIIMCBIBAIOTCS JCHBIH.

o Koraa mpuxogutr SMS-coo0iieHne win MOCTYyNaeT 3BOHOK, B XOJIE
KOTOpPOTO coobmiaercs, 4To aboHeHT He orutatwi mTpad. [locme aToro yemoBeky
npeiaraeTcsi MpoU3BECTH €ro OIUIaTy, NEPEYUCIUB JICHbIU Ha «CIEIUaTbHBIN
pPACUYETHBIN CUET WM MOMOJHUB OAHKOBCKUI CUET.

° Korna mnpuxomur SMS-cooOmienne ¢ uHpopmarueir o TOM, 4YTO
IJIaTeXHas KapTa 3a0JIOKMpOBaHA, W yYKa3bIBA€TCS HOMEP, MO KOTOPOMY MOXKHO
MOJIYYUTh CIpaBKy Wi momollk. [locie 3BoHka y aboHeHTa 3ampariuBaioT PIN-
koZ, CVV-kon (Tpex3Ha4yHbIM KOJ Ha 0OpaTHOM CTOPOHE KapThl), HOMEP KapThl U
JPYTUE TaHHBIC, HEOOXOIUMBIE /IS CHATHS JIeHET ¢ 0AaHKOBCKOTO CYETa.

Kakue cnoco6vt mouiennuuecmea 0v16arom 6 OMHOUIEHUU IOPUOUYECKUX TUY U
UHOUBUOYAIbHBIX NPeOnpuUHUMamerei?

Kubepnpectymienuss NpUYUHSIOT yHiepO HE TOJIBKO TpaxaaHam. Yacto aercTBus
3JI0YMBIIUIEHHUKOB HAIPaBJICHbl HA 3aBJA/ICHUE JICHEKHBIMU CPEICTBAMHU IOPHIAMYECKHUX JIUIY
(mpeanpusiTUil, y4Ype:KIeHUH U OPraHu3anMid) 1 HHAUBUAYAJIbHBIX NpeAnpuHuMarenei. Ho
U 3/1eChb TIJIaBHBIM YCJIOBHUEM, JAIOLUIMM BO3MOXKHOCTb COBEPUICHUS MOAOOHBIX 3JI0JESIHUM,
ABJSIETCSl «UEJIOBEYECKUM (paKTOp», T.€. TpyOble OIIMOKH, JOMYCKAaeMble pPAOOTHUKAMHU: OT
pYKOBOAMTENEH OO0 CeKperapeil, OyxraiarepoB M MEHEMKepoB. Bce wyalmie mnoreprneBIIMMU
CTAaHOBATCS TE€ IOPUAMYECKHE JIMIA W WHIUBUAYAJIBHBIC MNPEANPUHUMATENN, KOTOpBIE
OCYILECTBIISIIOT CBOIO JAEATENILHOCTD IIPU MOMOLIH 3apyO€KHBIX KOHTPAreHTOB.

Cpenu Hambosee TUMUYHBIX (OPM MOCITaTENbCTB XaKEPOB HA JIEHEKHBIE CPEIACTBA U
oxpaHsieMylo WHpopmaiuoo ropuauueckux Jul sBistorcss BEC-amaxku (ot anrimiickoro:
«business email compromise» — komrpomMeTarus OU3HEC-TICPEITUCKH ).

Peanuzanust non0OHOW CXeMbl XHWILEHHS BO3MOXKHA TMOCPEACTBOM  TOJYyYEHHUS
HECAHKIMOHUPOBAHHOTO JOCTyNHa K JJEKTPOHHOM IOYTE€ OJHOW M3 CTOPOH CAENIKU. B atou
CUTYallMM 3JIOYMBIIUIEHHUKA 00JiaatoT MH(pOpManueld o MpeaMeTe, YCIOBUSX JOroBopa U
MOTYT BECTH II€pENUCKY, HE BbI3bIBas MOAO3pEHUS (B cllydyae HEOOXOAMMOCTH HUMHU
HaIpaBJISIOTCA JIOMOJHUTENIbHOE COTJIalleHue, cueT-nmpodopMa (MHBOKMC) C M3MEHEHHBIMU
PEKBU3UTAMH OAHKOBCKOTO CYETa M KOHTAKTHBIMU JaHHBIMH IpPEJICTaBUTENEH (PUPMBI MIyTEM
UX «HAJOXCHUSD» Ha MOATOTOBJICHHBIE PAHEE U COXPAHEHHBIE B COOOIICHUSIX JOKYMEHTHI).

Kpome Toro, wumerorcs ciiydaw, KOTJa OT HWMEHH OElIOpyCCKUX CyOBEKTOB
XO3SIICTBOBAHHUS TMOCIE B3JIOMAa UX KOPHMOPATHUBHOM MOYTHI B ajpec 3apyOeHBIX MapTHEPOB
TaK)K€ HaNpaBJsUIMCh MHCbMa, cueTa-mpodopMbl ¢ U3MEHEHHBIMU OaHKOBCKHUMH PEKBU3UTAMU.
B pesynbrare JeHEXHbIE CpPEACTBA, NPUUYHUTAIOMIMECS OCIOPYCCKUM MPEANPUSATHSIM 32
IIPOU3BEAEHHYIO (IIOCTABJIEHHYIO) IPOIYKLHUIO, IEPEBOAWINCH HA CYETA MOILIEHHHUKOB.

Takke BO3MOYKHA CHTyallMs, KOTrJa TIOCJIE COIVIACOBAaHUs CYLIECTBEHHBIX YCIOBUU
KOHTpakTa ¢ 3apyOeXHbIM NapTHEPOM, a B OTIEIbHBIX CIy4yasix M €ro MOJIUCaHUsi, Ha
AJNIEKTPOHHYIO MOYTY OpraHu3auuu (IpearnpusiTys) NpecTyTHUKaMHU HapaBlseTcsl cOOOIEeHne
AKOObl OT HMEHHU COTPYJIHHUKA HHOCTPAHHOTO KOHTpareHTa 00 HW3MEHEHUH PEKBU3UTOB
oOciykUBaroUlero 0aHka M HEOOXOAMMOCTH NEPEUYUCIIEHUS JEHEKHBIX CPEICTB HAa HOBBIU
cuer. IIpu 3TOM azmpec 3JIEKTPOHHOM MMOYTHI MOIIEHHHKOB MMEET CYIIECTBEHHOE CXOJCTBO C
peanbHBIM, 4YTO 3a4acTyK0 OCTAaeTCs He3aMeuyeHHbIM. Ilocnemyromas Iepenucka yxe
ocyliecTBisieTcss ¢ kuOeprnpecTynHukamu. Jlamee moj mpeayioroM OIUIaThl  TOBApOB
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UHOCTPAHHBIX  KOMIIAHMM M BCIEACTBUE NPEIOCTABIECHUSA [0  DJIEKTPOHHOM  I10YTE
JIOKHBIX OAHKOBCKMX PEKBU3UTOB HA CUETA MOILIEHHUKOB NEPEUNCIISIOTCS IEHEKHBIE CPEICTBA CO
CTOPOHBI CYOBEKTOB XO3SIIICTBOBaHMsI KakK TOCYAAPCTBEHHOIO, TaK K YAacTHOIO CEKTopa
DKOHOMMKH.

Kaxk ne cmamo scepmeoii kubepnpecmynienusn?

1. Hukoraa, HUKOMY M HHM NPH KaKUX O0CTOSATEILCTBAX He CO00IIATH PEKBU3UTHI
CBOUX OAHKOBCKHMX CYE€TOB W 0OAHKOBCKMX KapT, B TOM YHCJC JIMIAM, IMPEICTABUBIIAMCS
COTpPYJHUKaMH OaHKa WM TPABOOXPAHHUTENBHBIX OpPraHOB, IMPH OTCYTCTBHH BO3MOXKHOCTHU
JIOCTOBEPHO YOEIUTHCS, YTO 3TH JIFOJIU T€, 38 KOTO ce0sl BBIIAIOT.

B ciydae mocTyrmsieHHsl 3BOHKAa «OT COTPYJHMKAa OaHKa» HEOOXOAWMO YTOYHHUTH €ro
(bamuimio, Homep TenedoHa, MOCe Yero 3aBEPIIUTh Pa3roBOp U CAaMUM MMO3BOHUTH B OaHK.

HeoOxoqumo mnpuHMMATh BO BHHMAaHHE, YTO PEATbHOMY COTPYAHUKY OaHKa HW3BECTHA
cienyromas uHdopmMarus: Gamus JIep)KaTeNisi KapThl, MACIOPTHBIC JaHHBbIC, KaKUe KapThl
oopmIIEHBI, OCTaTOK Ha CUETE.

He crnenyer cooOmate B TenedOHHBIX pa3roBopax (Jlake COTPYIHUKY OaHKa), a Takke
MTOCPEICTBOM OOIIEHVSI B COIMAIIBHBIX CETSAX: MOJIHBIM HOMEP KapTOUKH, CPOK €€ JIEHCTBUSA, KO
CVC/CVV (naxopsmiuecst Ha 00paTHOM CTOPOHE KapThl), JIOTHH U TIAPOJIb K HHTCPHET-0aHKUHTY,
MaCTIOPTHBIC JaHHBIE, KOIOBOE CIIOBO (rppoBoit ko) 3 SMS-cooOmeHwHi.

B cnyyae ecnu «coTpyaHUK OaHKa» B pa3roBOpe COOOIIAET, YTO C KapTOUYKOW MPOUCXOAIT
HECAHKIIMOHUPOBAHHBIC TPAH3AKITIH, HEOOXOUMO OTBEUATh, YTO BBI PUCTE B OAHK JIMIHO, — BCE
10J00HBIE BOMPOCKHI HYKHO peliaTh B OT/AEICHUH OaHKa, a He 10 Tene(oHy.

BHUMAHWUE: nomnume, umo compyOHuku OAHKOBCKUX VUPENCOeHUUl HUKo20d He
UCNOL3YIOM OJIsL C8513U € Kuenmom meccenoxcepul (Viber, Telegram, WhatsApp).

2. Ins  ocyimiecTBiIeHUS  OHJIAMH-TUIATE)KEH  HEO0OXOIUMO  HMCIIOJIB30BaTh  TOJBKO
HAJIS)KHBIC TUIATEKHBIE CEPBUCHI, 00513aTeJIbHO TPOBepsisi JOMEHHOe HMMA pecypca B
aJipecHOi cTpoke Opay3epa.

3. He caexyer XpaHuThb O0aHKOBCKHE KapThbl, UX (ororpaduu M pPeKBU3UTHI B
MecTaX, KOTOpble MOTYT ObITh JOCTYNHBI MOCTOPOHHHUM JHMIIAM; 3TO >X€ OTHOCHUTCSA K
¢doTorpadusiM U UHBIM BUJaM UHGOpMAIMK KOHPUIECHIMATBLHOTO XapaKkTepa.

4. CneyeT BO3/AepKUBATHCH OT OCYNIECTBJIEHUS] OHJIAWH-NJIAaTeMX e, CBSI3aHHBIX C
NpeaoNnJaToil ¥ mepevyucJeHUEeM 32JaTKOB 32 TOBAapbl M YCJYrH, OJaroTBOPUTENHHON U
CIIOHCOPCKOM TIOMOIIM B TMOJb3y OpraHW3aluii W (U3WYECKUX JIMI TPU OTCYTCTBUHU
JOCTOBEPHBIX JAHHBIX O TOM, YTO Ha3BaHHBIC CYOBEKTHI SBIISIFOTCS TEMH, 32 KOTO ce0s BBIJAIOT.

5. He crouT nepeuncisaTh ICHSKHBIC CPEICTBA HA CUETa AJICKTPOHHBIX KOIIEIHLKOB, KapT-
cueTa 0AHKOBCKHUX IUIATEXKHBIX KapTouek, cuerta SIM-kapT mo mpocbde mosab3oBaresieil ceTu
HNurepHer.

6. Jlnst moctyma K cucTeMaMm JUCTAaHIIMOHHOTO OAaHKOBCKOTO OOCITY:KWBaHUSI (MHTEPHET-
OaHKHMHT, MOOWIBHBIA OAHKWHT), 3JCKTPOHHBIM ITOYTOBBIM SIIIMKAM, aKKayHTaM COIMATbHBIX
ceTel M WHBIM pecypcaM He00X0JHMO HCINOJIb30BaTh CJI0KHbIE MAPOJIH, MCKIKYAKOIIUe
BO3MOKHOCTH UX Noadopa. CTOUT BO3JEpkKAThCs OT MapoJieil: AaT POKIACHUS, UMEH, (haMITHIl —
TO €CTh Te€X, KOTOpbI€ JIETKO BBIYUCIUTH W3 OOILIEAOCTYIHBIX HCTOYHHUKOB HH(MOpMAIUU
(HarmpuMep, TeX e COIUATBHBIX CETEH ).

7.Ilpu cocTtaBieHUM IUIATEXKHBIX JOKYMEHTOB BAa’KHO MNPOBEPATH ILIATEKHbIE
PEKBU3UTHI MOJYyYaTeJIsl IeHeKHbIX CPEJACTB.
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8.Ilpu mnoCTymyieHMHM B COUMAIBHBIX CETSIX COOOIIEHHUHA OT JUI, COCTOSIIUX B
KaTeropuu <«JIpy3bs», C MPOChOAMHU O MPEIOCTABICHUU PEKBU3UTOB OAHKOBCKHUX IJIATEKHBIX
KapTOYEK He cjeAyeT OTBe4aTb HAa NMOJ00HbIE COOOLIEHHMS, 2 He00XO0AMMO CBA3ATHCH C
JAHHBIMH M0JIb30BATEISIMH HANIPSIMYIO IOCPEICTBOM MHBIX CPEACTB CBSA3H.

9.1lpu oOnapyxeHun ¢akTa B3JIOMa aKKAYHTOB COLIMAIBHBIX CETed HEe00XO0AUMO
HE3aMEIJIMTENIbHO BOCCTAaHABIMBAaTh K HHUM JOCTYI C IMOMOULIBIO CIYXObl MOAJNEPKKH JTHOO
OJIOKHUPOBaTh, a TAKXKE MPEAYNPEKAATH 00 3TOM (paKTe JIUI, ¢ KOTOPBIMH OOIIATIICh TOCPEICTBOM
JAHHBIX COLIMATBHBIX CETEH.

10. Heab3st oTKpbIBaTh  (pailjibl, TMNOCTyNAKIIHEe ¢ HE3HAKOMBIX aJpecoB
JJIEKTPOHHOH TMOYTHl M AKKAYHTOB MECCEHIKEPOB; HE TMEPEeXOJUTh IO CChUIKaM B
COOOIICHUSIX O MpU3aX U BHIUTPHIIIAX.

11. Heo6XxoauMO  MCHOJIB30BATH  JIMIEH3MOHHOE TPOrpaMMHOe olecrnedeHue,
peryjiipHo OOHOBJSATH NpPOrpaMMHOe o0ecreYeHHe M ONEPALMOHHYI0 CHCTEMY;
YCTAaHOBUTH AHTMBHPYCHYIO IPOrpaMMy HE TOJIbKO Ha MEPCOHAJIBHBIM KOMIBIOTEP, HO U HA
cMapT(doH, MIIAHIIET U PEryIIPHO OOHOBIIATH €€.

12. Cnenyer 03HAKOMHTBH € TNePeYUCJEHHbIMHM TpPaBWIAMH 0€30MACHOCTH CBOMX
POJICTBEHHHMKOB M 3HAKOMBIX, KOTOpHIE B CHJy BO3pacTa WM HEIOCTATOYHOTO YPOBHS
(MHAaHCOBOM  TPaMOTHOCTH  MOTYT  OBITb  OCOOEHHO  YSA3BUMBI U1 JCHCTBUH
KHOEpIpPECTYITHHUKOB.

Kaxkue coeembt moscHo oamb 10puouuecKum auuam, 4moovl odezonacums ceosa om
MouwteHHuuecmea?

1. BripaGoTars 4eTkHMii IUIAH PpearupoBaHMsT U  O3HAKOMHUTH
pabOTHUKOB C TIEPEUHEM CBEJICHHM, OTHOCSIINXCS K KOMMEPUYECKOMU, CITy>KeOHOH 1
VHOU TalHe.

2. HNckaounTh B CBOEH AeSITeJIbHOCTH MCIOJIb30BaHHE 0eCIUIaTHBIX
MOYTOBBIX CEPBUCOB, a TAKXKE NMPUHUMATH [AOMOJHHUTEIbHbIE MepPbl 3aIUThI
KOPNOPATUBHON  JJIEKTPOHHOH MOYTHI  (TMOJKIIOUECHHUE  JBYX(aKTOPHOM
ayTeHTU(PUKalKUHU, COOJII0JIEHHEe TpeOOBaHMM K  CIOKHOCTM Mapoiisi U
MIEPUOANYHOCTH €r0 CMEHBI, HCIOJIb30BAHUE AHTUBHPYCHOTO ITPOTPAMMHOTO

obecrieueHus).

3.  HeykocuutensHo €00J1I0AaTh NpPaBHJIA MOJbL30BAHUS CHCTEMOW
AUCTAHIIMOHHOTO 0AHKOBCKOI0 00C/IY:KUBAHMSI.

4. Co3naBaTh pe3epBHbIe KONMH JAHHBIX U XPaHUTh UX HAa ChEMHBIX
HOCHTEJISX.

5. IIpoBepsAiTh NPaBWIBHOCTHL  ajpeca  JJICKTPOHHON  IOYTHI

KOHTPareHTa MNpM MNOJYYEeHHMM U OTHpPaBKe COOONIEHWI, a TaKxe
MOJJIEPKUBATH KOHTAKT C €ro NMpeAcTaBUTeJeM U COIJIaCOBbIBATH KJIKUYEBbIE
BOIPOCHI JIONIOJHUTEILHO ITOCPEACTBOM HHBIX CPEACTB CBSI3HM (TeneOHHBIX
IIEPErOBOPOB, UCITOJIb30BaHUs (DAKCHMHILHOM CBSI3U, MECCEHKEPOB H IIP.).

6. He wucnosb3oBaTh padouue YCTPOMCTBA B JIHMYHBIX LEJIAX, a
CITY)K€OHBIC SIIIUKA DJICKTPOHHOM TMMOYTHI — JJIsi PETUCTPAllUd HA TOPIOBBIX H
Pa3BIIEKATENBHBIX OHJIANH-TIIONIAIKAX.

7. Hagaaguth cTporuii JeidCTBEHHbI KOHTPOJb 32 COOJII0AeHHEM
YTBEpP:KI€HHbIX Mep HHGOPMALMOHHOW  0e30lMacHOCTH  (COOTBETCTBHUE
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IPOrPaMMHOTO oOecrieueHus, IPOBEpKa OTCYTCTBHSI
HECAHKIMOHUPOBAHHOI'O JIOCTYyIla K BHEHMIHUM HH(DOPMAIMOHHBIM pecypcam H
T.J.).

*kk

CoBpeMEHHBIII MHUp XapaKTepu3yeTcsi AUHAMUYHBIMU TJI00QIBHBIMU IPOILIECCAMU.
CogepiieHcTBOBaHHE UH(POpMAIIMOHHON cheprl u obecrieueHre ee 0€30MacCHOCTH CTAaHOBUTCSA
OJIHUM W3 KJIIFOUEBBIX MOMEHTOB, BIUSIONIMX Ha OOIIECTBEHHOE W TOCYJAPCTBEHHOE Pa3BUTHE
Pecnybnuku benapycs.

B o10i1 cBs3m B Hamiell crpaHe yJenseTcsl MOBBIINIEHHOE BHHMaHUE OO0ECICUECHUIO
3alUIIEHHOCTH  MH(OPMAIMOHHOTO  MPOCTPAHCTBA, HMH(POPMALMOHHON HHEOPACTPYKTYPHI,
UH(POPMAIIMOHHBIX CHUCTEM U PEecypcoB. B 4YacTHOCTH, OTBETHBIE BEKTOPHI TOCYIApCTBEHHOM
MOJIUTUKK 00O03HaueHbl B yTBepxkAeHHOM 18 mapra 2019 1. Konnenmmu wunHdopManmoHHOM
6e3onacHoctn PecryOonmuku benmapych. B To ke Bpemsi, kak ormerun [lpesunent PecnyOnvku
benapyce A.I'.JIykamenko B xone VI Beebenopycckoro HapoiHOTo coOpaHusi, Hy’KHO HE TOJBKO
00Jiee aKTUBHO BBISIBJISITh U MPECEKATh SKCTPEMUCTCKYIO, MOIIECHHUYECKYIO Y MHYIO HE3aKOHHYIO
JESATENIbHOCTh, HO W AaKTHUBHO paboTaTh HaJ TMOBBIIIEHUEM HWH(OPMAIIMOHHOW TPaMOTHOCTH
HACEJICHUS.

OtBetcTBeHHBIHN 32 BbIMycK: C.A.3a10p0XKHIOK



